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a designed machine-based system that, for a given set of 
human-defined explicit or implicit objectives, infers, from 
the input it receives, how to generate outputs such as 
predictions, content, recommendations, or decisions that 
can influence physical or virtual environments. Different AI 
systems vary in their levels of autonomy and adaptiveness 
after deployment. (OECD) 

What’s AI (System)?
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AI Model vs. AI System/Agent

Training data Inference/Operation data 
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End-to-End AI:  Data In, Decision out, No Code

From Small to Large Model to Compound System

5  | Best Practice Strategies for GenAI

Data



General vs Specific vs Human – Who Wins

Value of unique data in training (vs inference)?
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Wijk, H. et al. (2024) ‘RE-Bench: Evaluating frontier AI R&D capabilities of language model agents 
against human experts’. https://metr.org/blog/2024-11-22-evaluating-r-d-capabilities-of-llms/

Is time budget for AI relevant?



Inference Time Scaling Law?
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LLM + Python + for loop -> 15% capability increase…
and what about raw compute? Tools?

OpenAI (2024) OpenAI o1 System Card. OpenAI. 
https://openai.com/index/openai-o1-system-card/

US AISI and UK AISI Joint Pre-Deployment Test. UK/US AISI. https://www.nist.gov/news-
events/news/2024/11/pre-deployment-evaluation-anthropics-upgraded-claude-35-sonnet

Did it plateau or ….?



Human+AI Less Trustworthy than AI/Human Alone?
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Vaccaro, M., Almaatouq, A. and Malone, T. (2024) ‘When combinations of 
humans and AI are useful: A systematic review and meta-analysis’, Nature 
Human Behaviour, pp. 1–11. https://doi.org/10.1038/s41562-024-02024-1

humans rely too little on AI (under-reliance), 
ignoring its suggestions because of adverse 
attitudes towards automation

When the human outperformed the AI 
alone, performance gains occurred in the 
human–AI systems

When the AI alone outperformed the 
human alone, substantial performance 
losses occurred in the human–AI systems. 
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Different Effects on High/Low Performers?
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Customer support agents: 14% increase in productivity, 
with the most substantial gains observed among novice 
and low-skilled workers, while experienced and highly 
skilled workers experienced minimal impact. 

Programmers: 50% increase in productivity, with statistically 
significant productivity gains primarily among junior staff, 
whereas the impact on more senior employees was less 
pronounced.

Scientist: While the bottom third of researchers see 
minimal benefit from the tool, the output of top-decile 
scientists increases by 81%.

Toner-Rodgers, A. (2024) ‘Artificial Intelligence, Scientific Discovery, and 
Product Innovation’. https://conference.nber.org/conf_papers/f210475.pdf
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Australia’s AI ethics framework OECD AI principlesPrinciples
Standards
Frameworks NIST AI RMFISO Standards

Algorithms
Models 

?

AU Safety Standard
…

The System Trust Gap 

Model Alignment !=  System Alignment

Principles/Regulations/Standards != Eng. Practices

Data61 work: Lu, Q., Luo, Y., Zhu, L., Tang, M., Xu, X., Whittle, J., 2023. Operationalising Responsible AI Using a 
Pattern-Oriented Approach: A Case Study on Chatbots in Financial Services. IEEE Intelligent Systems.
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EU AI Act
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The Data Trust Gap – Trusted at Scale?

System-Level Data
- Trusted knowledge: inconsistency
- Trusted trade-off: multi-dim tradeoff 

(privacy, fairness, accuracy…)

Synthetic Data 
- Trusted ground truth: delay, quality, 

explainability, data drift, scalable eval.
- Trusted provenance: watermarking/metadata

Testing/Validation Data
- Trust in eval data: quality, data leak..
- Trust in human feedback

Training Data – bias/repr.
- Distributed trust: cross-org/on-device, trust without seeing
- Zero trust: data poisoning/fingerprinting
- Trusted “license” to use: data rights (vs. ownership/copyright)
- Trusted artificial: synthetic data
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Trustworthy Whole out of Untrustworthy Parts

Do we have to fully understand and trust 
AI models part?

Can system-level understanding, guardrails 
and design assure trustworthiness?

12  |

Increasingly, the study of these 
trained (but un-designed) systems 
seems destined to become a kind of 
natural science… 

… they are similar to the grand 
goals of biology, which is to "figure 
out" while being content to get by 
without proofs or guarantees …

“AI as (an Ersatz) Natural Science?”
by Subbarao KambhampatiTrustworthy AI:
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Design-time Trustworthiness: AI Engineering

  |
Data61 work: Lu, Q., Zhu, L., Xu, X., Whittle, J., Xing, Z., 2022. Towards a Roadmap on Software 
Engineering for Responsible AI, in: 1st International Conference on AI Engineering (CAIN)

Models 

Standards
Frameworks
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Responsible AI (RAI)
Engineering

Australia’s AI ethics framework OECD AI principles

NIST AI RMFISO StandardsAU Safety Standard
…

EU AI Act



Question Bank for Stakeholders

Data61 work: Lee, S.U., Perera, H., Xia, B., Liu, Y., Lu, Q., Zhu, L., Salvado, O. and Whittle, J., 2023. 
QB4AIRA: A Question Bank for AI Risk Assessment.  https://arxiv.org/pdf/2305.09300.pdf  Trustworthy AI:
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AI Accountability Metrics Catalogue

Data61 work: Boming Xia, Qinghua Lu, Liming Zhu, Sung Une Lee, Yue Liu, Zhenchang Xing, Towards a 
Responsible AI Metrics Catalogue: A Collection of Metrics for AI Accountability, submitted to CAIN’24.
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Data61 work: Lu, Q., Zhu, L., Xu, X., Xing, Z., Whittle, J., 2023. Towards Responsible AI in the Era of ChatGPT: A 
Reference Architecture for Designing Foundation Model-based AI Systems. http://arxiv.org/abs/2304.11090 

Trustworthy AI Design Patterns 
Trustworthy Systems out of Untrustworthy Components Parts
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Trustworthy Agent Design Patterns 
Trustworthy Outcome out of Untrustworthy Sub-Goals
 Parts
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Data61 work: Liu, Y. , Zhu, L. et al. (2024) ‘Agent Design Pattern Catalogue: A Collection of 
Architectural Patterns for Foundation Model based Agents’. arXiv. http://arxiv.org/abs/2405.10467
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Data61 work: Dong, L., Lu, Q. and Zhu, L. (2024) ‘A Taxonomy of AgentOps for Enabling Observability 
of Foundation Model based Agents’. arXiv. https://doi.org/10.48550/arXiv.2411.05285

AgentOps – DevOps for Agent-Based Systems
Trustworthy Processes out of Untrustworthy Tasks

“People Operation”

Agent == People?
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Data61 work: Xu, X., Wang, C., Wang, Jeff, Lu, Q., Zhu, L., 2022. Dependency 
tracking for risk mitigation in machine learning systems, in: 44th  ICSE

Data61 work: Xia, B., Bi, T., Xing, Z., Lu, Q., Zhu, L., 2023. An Empirical Study on 
SBOM: Where We Stand and the Road Ahead, in: 45th ICSE 

Software Bills of Materials (SBOM)/AIBOM
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AI/Agent Bills of Materials (AIBOM)
Trustworthy Supply Chain out of Untrustworthy Suppliers



Runtime Trustworthiness: Guardrails

21  | Data61 work: Shamsujjoha, M. et al. (2024) ‘Towards AI-Safety-by-Design: A Taxonomy of Runtime Guardrails 
in Foundation Model based Systems’. arXiv. Available at: https://doi.org/10.48550/arXiv.2408.02205.
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Evaluation at the System Level (beyond Model)

22  |
Data61 work: Xia, B., Lu, Q., Zhu, L., Xing, Z., 2024. Towards AI Safety: A Taxonomy for AI 
System Evaluation. https://doi.org/10.48550/arXiv.2404.05388  AIWare 2024
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Evaluation-Driven (Out-of-Model) Learning
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Test Driven Development

Evaluation-Driven Learning 



• AI output shall not reveal any private information of users (e.g., address)

Trade-offs in Trustworthiness - Privacy
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AI System

AI Models

Other Components

Stakeholders: Enterprises, researchers and developers, regulators and policymakers, end users and consumers, etc.

Data for 
training

Data for fine-tuningData for prompting Data for building AI agentsData for customising 
AI

Output
Privacy 
Breach



Trade-offs Between Privacy and Other Principles
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Privacy
↑Fairness↓↑

Utility↓

Explainability
↓

Transparency
↓

• Privacy-preservation methods may cause AI utility degradation, fairness loss, 
decreased transparency, and reduced explainability, etc. 

Data61 work:  DP-Copula: A collaborative project with 
Department of Social Services, Australian Government
The dataset (~5M rows, 27 attributes)



Transparency vs Commercial Confidentiality
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Benefits and limitations of black/grey-box/out-of-box evaluation

Casper, S.,D., Tegmark, et al., 2024. Black-Box Access is Insufficient for Rigorous AI Audits.
Trustworthy AI:
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• Which Role
• during/post generation and distribution?

– vs. censorship/moderation
• On What
• Multimedia, Text, Code…

– vs robustness (FP, FN)
• Easily removable or not
• vs. privacy concerns

Trustworthy Synthetic Content
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Put it Together: Data61’s Best Practice Guides

Inaugural Convening of International 
Network of AI Safety Institutes

deployer v1
developer v2 coming

Best practice catalogue
300k+ impressions in 9 months

DISR
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1. Globally leading and accessible to small and medium enterprises (SME)

2. Globally leading in Diversity and Inclusion

3. Coherence with select international regulations, standards, principles & governance

• Part of the international AI Safety Research Network

4. Agile, modular and evolving

5. Practical & Technical  – beyond just governance/management

• Initial Focus: Testing, Transparency and Accountability

• Deployer module released; Developer module underway.

Australia’s AI Safety Standard
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Trustworthy AI: Model->System->Agent
System-level challenges
• Humans are no longer the ground truth
• We may never understand the model
• Inference-time scaling + tool -> capability jump

System/Agent-level AI Engineering 
• Patterns and Guardrails
• Out-of-model learning
• Tradeoffs

Australia’s AI Safety Standard  
• v1 released, v2 underway

International Network of AI Safety Institute
Trustworthy AI:
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https://research.csiro.au/ss/team/
se4ai/responsible-ai-engineering/


